UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELOUISE PEPION COBELL, et al.,
on her own behalf and on behalf of
all those similarly situated,

Plaintiffs,

GALE NORTON,
Secretary of the Interior, et al.,

)
)
)
)
)
)
V. ) Civil Action No. 96-1285 (RCL)
)
)
)
)
Defendants. )

)

ORDER

In accordance with the proceedings at the Status Conference held by the Court on April
20, 2005, it is hereby

ORDERED that the Court will hold an evidentiary hearing concerning the plaintifts’
Motion [2926, 2927] for a Preliminary Injunction beginning on Monday, May 2, 2005, at 11:00
AM; and it is further

ORDERED that by Friday, April 19, 2005, the defendants shall produce to the plaintiffs
and the Court, pursuant to the procedures and requirements set forth in this Court’s Protective
Order issued April 22, 2005: all relevant reports, risk assessments, memoranda, and other
documents, whether prepared by Interior officials or employees, officials or employees of other
government agencies, or third parties, related to the security of each and every information
technology (“IT”) system that houses or accesses individual Indian trust data, including but not

limited to the following materials that the defendants offered to produce at the April 20, 2005



Status Conference:

1.

7.

“some information ... provided to [the Bureau of Land Management on March 22,
2005] about some potential [IT system] vulnerabilities[,]” Tr. (Stat. Conf., Apr.
20, 2005), at 52:5-6;

“four or five reports ...that have been issued by the [Office of the Inspector
General of the Department of the Interior,]” including reports on the security of
the IT systems at the Bureau of Indian Affairs, the Bureau of Reclamation, the
United States Geological Survey, and the Bureau of Land Management; a
preliminary report on the security of IT systems at the National Business Center;
and any existing documentation regarding “some scanning that has been done to”
the IT systems of the Mineral Management Service, see id. at 53:25-52:7;
60:21-61:4;

certification and accreditation (“C&A”’) documentation for all bureaus within
Interior; see id. at 59:6-7;

quality assurance reviews of the C&A documentation; see id. at 59:9-10;

SANS Top 20 scanning reports; see id. at 60:8—9;

“ST&E, security test and evaluation which monitors vulnerability-type testing[,]”
1d. at 67:15-16;

“risk assessment[s][,]” id. at 67:17.

It is further

ORDERED that during the time between the date of this Order and 11:00 AM on

Monday, May 2, 2005, the defendants shall designate witnesses to testify at that evidentiary



hearing on all matters relevant to the plaintiffs’ Motion [2926, 2927] in accordance with Federal
Rule of Civil Procedure 30(b)(6).

SO ORDERED.

Signed by Royce C. Lamberth, United States District Judge, April 25, 2005.
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