
1In accordance with the Preliminary Injunction entered by this Court on July 28, 2003,
plaintiffs filed two sets of comments: (1) Plaintiffs’ Comments on Interior Secretary Gale
Norton’s and Acting Assistant Aureen Martin’s Willful Violations of Preliminary Injunction
(August 27, 2003); and, (2) Plaintiffs’ Comments on Interior Secretary Gale Norton’s and
Acting Assistant Secretary Aureen Martin’s Proposed Procedures to Reconnect Information
Technology Systems Which House or Access Individual Indian Trust Data (September 10, 2003).

2On August 11, 2003, Norton knowingly filed false declarations in support of her
misrepresentations that Interior IT systems are secure when she knows they are not:

[Interior’s] IT systems are secure, for purposes of Internet connectivity, and ...
sufficient security measures are presently in place to protect from unauthorized
Internet access the IITD that is or may be housed on or accessed by [Interior’s] IT
systems, such that the IT systems described in those justifications should remain
connected to the Internet.

See Interior Defendants’ Submissions in Compliance with the Preliminary Injunction , Cason
Declaration at ¶ 30 (emphasis added).
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On September 8, 2003, less than one month after Interior Secretary Gale Norton

(“Norton”) filed various declarations with this Court in support of her decision to reconnect

MMS, NBC, BLM, OIG and other information technology system that house or access Individual

Indian Trust Data (“Trust Data”),2 she transmitted Interior’s “Financial Management Status



3Attached hereto as Plaintiffs’ Exhibit 1.

4Most importantly, that Norton and her counsel did not file Interior’s “Financial Management
Status Report and Strategic Plan” with this Court and did not serve plaintiffs – despite its
undeniable relevance to the Preliminary Injunction and Trial 1.5 – is telling evidence of willful
intent to mislead this Court.

5Notably, this material weakness has been known by Norton and her managers since at least
September 30, 2002. However, it is not even scheduled for correction until FY 2004.

2

Report and Strategic Plan (FY2004-FY2008)”3 to the Office of Management and Budget and

now admits to the OMB Director that serious material weaknesses render the aforementioned

Interior IT systems subject to “the risk of unauthorized modification, loss, or disclosure of

sensitive or confidential data.” Id. at 31 (emphasis added).4

• “Key departmental financial management systems that are critical to the sound
management of Interior’s diverse, geographically diffuse operations and programs are in
urgent need of replacement. . . . The systems do not have the necessary security
capabilities to facilitate more open access via the Internet.” Id. at 5 (emphasis added).

• “Interior continues to focus efforts on correcting material weaknesses and noncompliance
issues reported by its financial statement auditors; however, the Department continues
to be challenged by the remaining FMFIA material weaknesses, including challenges
in managing Indian Trust Funds and inadequate computer security. While these and
other issues are being addressed with extensive resource commitments, the issues are
complex and will require several years to resolve .” Id. (emphasis added).

• The FY 2002 Audited Financial Statement disclosed multiple Department-wide material
weaknesses including “Inadequate Control Over Trust Funds.” Id. at 24 Exhibit 3-2.
Importantly, the report disclosed that this material weaknesses would not be corrected
before FY 2005 at the earliest. Id.

• “Access Controls. In some instances, the Department has not established access
controls that limit or detect inappropriate access to information technology systems
and related resources, thereby increasing the risk of unauthorized modification, loss,
or disclosure of sensitive or confidential data. The Department will take action to
secure network vulnerabilities and improve access control deficiencies in each of the
following areas: network configuration management; password management; monitoring
of security violation logs; access to program and sensitive files that control computer
hardware and sensitive applications; and, other physical security controls.”

• “The increasing growth in electronic commerce and the growing vulnerabilities of
information systems to unauthorized access have resulted in the need for a comprehensive
improvement to IT security.” Id. at 33 Exhibit 3-4.5

Importantly, with respect to the inadequacy of IT security for the National Business Center,
Norton now admits:
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• “Material weaknesses and other control deficiencies recently identified could affect the
NBC's ability to prevent and detect unauthorized access and changes to its financial
information, and increase the need for costly and less efficient manual controls to monitor
and reconcile financial information.” Id (emphasis added).

Finally, with respect to the unreliability, inaccuracy and inconsistency of Trust Data, Norton, in

direct conflict with representations to this Court throughout Trial 1.5 and in Norton’s proposed

findings and conclusions, now admits:

In the past, reviews by the General Accounting Office (GAO), the Department’s
Inspector General, and independent accounting firms have identified serious
financial management problems in the management of Indian Trust Funds. Reports
based on these reviews indicated among other things, that trust fund data was
unreliable , inaccurate, and inconsistent, and trust systems have been
inadequate to comprehensively process trust data and support investment
activities. Inadequate internal controls and lack of consistent, written policies and
procedures were also cited in the reports.

Id. at 72 (emphasis added).

Accordingly, Interior IT systems that house or access Trust Data have been, and continue

to be, dangerously insecure and Trust Data remain in imminent risk of loss, destruction, corruption

and misappropriation contrary to explicit representations repeatedly made by Norton, her mangers,

experts and defense counsel.
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Thirty DOI employees attended a Certified Information System Security Professional
(CISSP) certification training in Denver, Colorado on June 2 to June 5, 2003. The CISSP
certification is designed to recognize mastery of an international standard for information
security.

Trust Certification and Accreditation Workshop. An introductory C&A workshop for Trust
bureaus and offices was held on April 2-3, 2003 in Washington, D.C. The workshop
provided information about the Department’s Certification and Accreditation program to
system owners and Trust Bureau Information Technology Security Managers.

Executive and Senior Managers IT Security Training. The OCIO IT Security Office prepared
and delivered version 1.0 of the Executive and Senior Managers IT Security Training
module to all bureau and office CIOs. Each CIO was asked to complete the training by
November 29, 2002, and provide comments on the training. The computer-based training
contained five modules and focused on statutes that govern IT security in the federal
government, the role of policy in enhancing Interior’s security posture, the roles and respon-
sibility of senior managers, a review of Departmental Manual 375.19 “Information Technol-
ogy Security Program”, and a general overview of the concept of management controls. After
incorporating comments received from the CIOs, version 2.0 of the training will be released
to an expanded audience including Assistant Secretaries and Bureau Directors.

FY 2004 Planned Actions

• Establish a Public Key Infrastructure (PKI) for use within the Department.

• Continue the C&A process for Interior Major Applications and General Support
Systems.

• Provide continued support for bureau IT Security Program Implementation and Man-
agement.

• Implement a full IT Security Awareness Program.

• Conduct IT Security Program Reviews.

• Conduct Contractor Facility IT Security Reviews.

FY 2005 and Beyond Planned Actions

• Continue the C&A process for Interior Major Applications and General Support
Systems.

• Continue PKI integration efforts.

• Conduct IT Security Program Reviews.

• Conduct contractor facility IT Security reviews.
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Replacing Critical Programmatic Management Systems

The Department has projects underway to replace or enhance certain critical programmatic
management systems that process financial data. These projects include the following:

Minerals Revenue Management System

Minerals Revenue Management (MRM) is responsible for ensuring that all mineral revenues
from federal and Indian lands are efficiently, effectively, and accurately collected, accounted
for, verified, and disbursed to recipients in a timely manner. These revenues average more
than $6 billion annually, with more than $10 billion collected in 2001 alone. To ensure
proper revenues are collected and disbursed, the Minerals Management System utilizes a
broad range of financial services, and pursues a comprehensive compliance strategy that
includes an automated compliance verification program to validate the accuracy and timeli-
ness of revenues paid. MRM also administers a robust Royalty-In-Kind (RIK) program
which utilizes an asset management approach to ensure the optimal value of mineral re-
sources. In FY 2001, MRM implemented a new financial and compliance system. As
MRM transitions from the implementation phase to the fully operational phase, further
enhancements will be designed, tested, and implemented.

FY 2003 Accomplishments

• Upgraded, modified, and enhanced multiple supporting systems to accommodate require-
ments of the new financial system.

• Tested and implemented the remaining segments of the new MRM financial system
(production reporting and exception processing) and the MRM compliance system.

• Completed the processing of backlogged royalty and production reports that resulted
from the court-ordered Internet connection shutdown which occurred from December
2001 to March 2002.

• Implemented the MRM’s Gas Management System as a comprehensive information
management system supporting commercial natural gas RIK sales and accounting
activities.

• Implemented the MRM’s Liquids Management System as a comprehensive information
management system supporting the Strategic Petroleum Reserve (SPR) Fill Initiative and
small refiner and other commercial crude oil RIK sales and accounting activities.

• Developed the Risk and Performance Management System designed to quantify price
risks within the RIK program and to measure the performance of RIK sales programs
relative to price benchmarks.
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• Signed a Memorandum of Understanding between the MMS and the State of Louisiana
agreeing to jointly develop and implement a royalty-in-kind (RIK) pilot program for
certain federal oil and gas leases located in the 8(g) zone offshore Louisiana. The pilot
program may potentially include State oil and gas leases if the State so decides. The
MMS and the State are anticipating the pilot program to be in place with the first
royalties being collected in kind October 1, 2003.

• Awarded a contract to Lukens Energy Group, a Houston-based energy consultant, to
provide independent assessment of the RIK program, recommendations on performance
metrics and marketing strategies, and a 5-year RIK Business Plan.

• Continued to implement the President’s November 2001 directive to fill the remaining
capacity of the Strategic Petroleum Reserve (SPR) utilizing Gulf of Mexico federal RIK
oil. Oil RIK deliveries to the Department of Energy commenced on April l, 2002, at a
rate of 60,000 barrels per day. The current full deployment delivery rate is 130,000
barrels per day. The initiative is targeted to be complete by the end of FY 2005 and will
involve some 120 million barrels of royalty crude oil. When full, the SPR will contain
approximately 700 million barrels of oil providing a key link in the Nation’s security
network.

• Held public workshops on federal oil valuation regulations and on federal gas valuation
regulations to obtain information for evaluating whether the existing rules should be
amended. MMS compiled and analyzed the information gathered and a proposed federal
oil rule is advancing through the surname process. A proposed federal gas rule is antici-
pated to be drafted in FY 2004.

• Published a proposed rule to implement accounting and auditing relief for marginal
properties, as authorized by the Federal Oil and Gas Royalty Simplification and Fairness
Act of 1996.

• Competed all compliance work in accordance with annual performance goals.

• Performed an A-76 Streamlined Cost Comparison of the Center for Excellence func-
tions. MRM was successful in its competition and will retain these functions. The
comparison was completed on February 18, 2003, 7 months ahead of schedule.

• Upgraded all MRM client workstations to a secure operating system.

• Continued an aggressive training schedule to inform industry representatives of the many
changes incorporated into the new financial system and on basic royalty and production
reporting.

• Continued outreach and communication efforts.
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FY 2004 Planned Actions

• Upgrade the PeopleSoft financial application software for system enhancements.

• Perform an Operational Analysis of all MRM systems as required by OMB A-11 to
ensure that the existing systems continue to meet business requirements and to explore
alternatives for improved economy and efficiency.

• Continue to develop and implement major system components identified in the prelimi-
nary design of the compliance system.

• Establish an ongoing continuous improvement cycle for compliance processes and sys-
tems. As new techniques and approaches are developed in the workplace, implement new
tools and applications to support them.

• Publish and implement various oil and gas valuation rules, including a final federal oil
valuation rule and a proposed and final federal gas valuation rule.

• Publish a final rule to implement accounting and auditing relief on marginal properties
and a proposed rule to give prepayment of royalty relief.

• Establish a new 205 cooperative audit agreement with the State of Alaska and initiate two
additional Intergovernmental Personnel Act (IPA) agreements with Indian tribes.

• Fully deploy and utilize the RIK Risk and Performance Management System capabilities
and integrate these capabilities with recommendations on performance metrics provided
to MMS by the Lukens Energy Group.

FY 2005 and Beyond Planned Actions

• Develop and implement upgrades and enhancements to the financial system and the data
warehouse to improve efficiency and effectiveness.

• Plan and implement additional process improvements for streamlining and enhancing
compliance.

• Improve Indian trust beneficiary services by establishing one additional Federal Indian
Minerals Office (FIMO) by FY 2005. After Departmental approval, MMS will partner
with BLM and BIA to open the new FIMO.

• Implement the 5-year RIK Business Plan and conduct the action items within the plan,
which are anticipated to include actions involving human resources, marketing strategies,
and cost accounting measurements.

• Complete the SPR Fill Initiative by the end of calendar year 2005, depending on crude
oil production levels in the Gulf of Mexico.

• Continue outreach and communications effort, which includes training activities as
needed, for both internal and external stakeholders.
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American Indian Trust Funds Systems

The American Indian Trust Fund Management Reform Act of 1994 identified some of the
Secretary’s responsibilities related to trust fund management and established the Office of
Special Trustee for American Indians (OST). The Act identified actions required for the
Secretary’s proper discharge of trust responsibilities including: providing adequate systems
for accounting for and reporting trust fund balances; providing adequate controls over
receipts and disbursements; providing periodic, timely account reconciliations; determining
accurate cash balances; and preparing periodic statements of account performance and
balances. The Act also addressed the need for developing systems for accounting and invest-
ing funds, for reporting to account holders, and for maintaining accurate data on ownership
and lease of Indian lands.

In the past, reviews by the General Accounting Office (GAO), the Department’s Inspector
General, and independent accounting firms have identified serious financial management
problems in the management of Indian Trust Funds. Reports based on these reviews indi-
cated, among other things, that trust fund data was unreliable, inaccurate, and inconsistent,
and trust systems have been inadequate to comprehensively process trust data and support
investment activities. Inadequate internal controls and lack of consistent, written policies and
procedures were also cited in the reports.

Efforts have been made to bring about long-term constructive improvement in trust funds
management. For example, the Department issued a June 1994 draft report, Indian Trust
Funds and Trust Asset Management Reform Plan, which resulted in implementing an
interim service bureau system for managing tribal investments and accounting services. BIA
has performed most collection activities. The Plan also called for correcting problems with
Individual Indian Money (IIM) accounts, including correcting IIM data, and improving
IIM-related systems.
In April 1997, the Special Trustee submitted a strategic plan to the Secretary and the
Congress, and it was agreed that the trust system improvements and data cleanup efforts
portions of the plan would proceed. The plan included initiatives to clean up IIM records;
eliminate data backlogs; improve policies, procedures, and controls; enhance training; and
improve computer systems. Acquisitions were planned for: (1) Trust Funds Accounting
System (TFAS); (2) Trust Asset and Accounting Management System (TAAMS); and (3)
Land Records Information System (LRIS) enhancements.

These initiatives were also included in the High Level Implementation Plan (HLIP) of the
Trust Management Improvement Project (TMIP). The July 1998 HLIP, as revised in
February 2000, addressed the following 11 subprojects and identified responsible officials,
progress made, action plans, and resource requirements:

• Administrative Data Cleanup (OST)
• Resources Data Cleanup (BIA)
• Probate Backlog (BIA and Office of Hearings and Appeals)
• Appraisal Backlog (BIA)
• Trust Funds Accounting System Deployment (OST)
• Trust Asset and Accounting Management System Deployment (BIA)
• Systems Re-engineering (MMS)
• Records Management Improvement (OST)
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• Policy and Procedures (BIA)
• Training (OST)
• Internal Controls (OST)

Although many specific HLIP tasks were completed, the Department received conflicting
information on the state of trust reform. In response, the Department commissioned an
independent review and report, which concluded that the previous reform results were not
satisfactory.

Accordingly, the Department developed a more comprehensive and integrated approach—
the Comprehensive Trust Management Plan, (CTM) dated March 28, 2003. It sets forth a
strategic framework, including six strategic goals (and various objectives) for the Department
to meet to fulfill its obligations to its fiduciary trust beneficiaries:

• Beneficiary services that are trusted, accurate and responsive.

• Tribal self-governance and self-determination that increases participation in managing
assets.

• Ownership information that is accurate, timely and reliable.

• Land and natural resource management that maximizes return while meeting desires of
beneficiaries.

• Trust fund assets management that meets fiduciary principles.

• Administrative services that:

1. Enable and empower the organization and workforce to be an effective fiduciary
trustee; and

2. Provide modern, appropriate systems and tools to manage the fiduciary trust.

The CTM incorporates the substantive objectives in the HLIP, but adopts a more inte-
grated “business plan” approach. It identifies primary business lines for Interior as benefi-
ciary trust representation, trust financial management and stewardship, and management of
land and natural resources. The strategic goals and specific related objectives fit within these
business lines.

FY 2003 Accomplishments

• Completed the court-ordered Fiduciary Obligations Compliance Plan (addresses how the
Department intends to comply with certain fiduciary obligations owed to IIM account
holders; accounting systems must maintain accurate account balances and report informa-
tion to beneficiaries) and Historical Accounting Plan for Individual Indian Money
Accounts.
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• Completed Comprehensive Trust Management Plan, which articulates the Department’s
strategy for managing and reforming its trust responsibilities and guides implementation
of trust improvement activities.

• Completed As-Is Study/Business Process Documentation, prepared in conjunction with a
contractor, which details how trust business processes are now being performed.

• Started the reorganization of OST/BIA, as outlined in the Department of the Interior
Manual revised on April 21, 2003, to establish a clear line of responsibility for trust
operations within Interior.

FY 2004 Planned Actions

• Finish the initial trust business process To-Be model and begin implementation.

• Finish the reorganization of OST/BIA with the objectives of:

- Keeping specific management decisions about trust assets at the agency level.
- Creating a trust center and Trust Officers.
- Promoting Self-Governance and Self-Determination.
- Ensuring trust accountability by creating a new Office of Trust Accountability
within OST.

FY 2005 and Beyond Planned Actions

• Complete the process re-engineering of trust business processes.

• Acquire the best automated systems to support the re-engineered trust business processes
and fulfill beneficiary needs and fiduciary requirements.

• Implement re-engineered trust business processes.

Facilities Management System (FMS)

Interior’s public buildings, structures, and other facilities represent a major investment of tax
dollars. Ensuring that maintenance and repair of such facilities is funded and implemented
efficiently and effectively is an important element in protecting that investment and reduc-
ing potential Department and bureau liability. Inadequately funded maintenance due to
reduced budgets, diversion of maintenance funds for emergency responses, and competition
for resources from other program needs has led to accelerated facility deterioration. Deterio-
ration can affect public health and safety, reduce morale and productivity of employees,
compromise bureau missions, reduce revenues, and increase the need for costly major repair
or early replacement of constructed assets.

In FY 1997, the Interior Planning, Design, Construction and Maintenance Council
(PDCMC) initiated a departmentwide study of maintenance and repair issues with the goal
of reducing financial and safety liability to Interior, increasing the effectiveness and aware-
ness of facilities maintenance, controlling the increasing backlog of deferred maintenance,
and ultimately, improving the stewardship of Interior’s constructed assets. In February 1998,
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the final report from the study was issued. It is entitled, “Facilities Maintenance Assessment
and Recommendations”, and offers ten major recommendations to improving the bureaus’
and the Department’s facilities maintenance programs. Three of these recommendations
directly relate to facilities management systems:

1. Ensure Appropriate Use of Maintenance Allocations

• Initiate policies and procedures such that maintenance funds are separately identified,
allocated, and tracked to ensure that all maintenance funds are used for facilities
maintenance.

• Establish policies and procedures to effectively account for the expenditure of facilities
maintenance funds.

2. Establish Common Definitions for Key Maintenance Terms

• Interior should establish:
- a common subset of facilities data elements;
- more standardized definition of terms;
- procedures for documenting inventory and backlogs;
- procedures for determining estimated replacement costs; and
- budget categories for the bureaus to adopt into their facilities program processes.

• The bureaus’ real property and facilities data and systems should be consistent to achieve
compatibility of data.

• Program and budget information should be linked with the Federal Financial System.

3. Ensure Integrity of Maintenance Deficiency Databases

• Initiate a uniform methodology and core data set for facility condition surveys to assess
the maintenance and repair needs of all existing Interior facilities. Validate inventory of
existing facilities.

• Develop automated backlog documentation that accurately communicates the facilities’
needs and that can easily be reviewed and updated by field staff. Include standard need
descriptions and associated cost estimating procedures.

The Department is currently implementing these recommendations.

FY 2003 Accomplishments

• NPS completed deployment of the MAXIMO facilities management software in their
remaining park units. USGS has initiated the software in the first 3 of the 14 installations
for which it is to be used. BLM, FWS, and BIA/Irrigation Projects and Safety of Dams
have begun a phased deployment of the system.
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• The facilities managing bureaus continued a facilities condition assessments process which
is on schedule to meet a FY 2005 completion date for the first cycle of assessments.

• In order to manage future consistency within the facilities management data and reduce
life-cycle systems costs, the Department facilitated the purchase of the latest, fully web-
based version of the MAXIMO software. The purchase was for 6,000 licenses to be
shared by the implementing bureaus. The quantity was based on the accumulated projec-
tion of the bureaus’ short-term (3 years) need for licenses. The procurement was negoti-
ated at the Department level in order to take advantage of quantity discounting resulting
in a substantial saving to the taxpayers.

• Increased the intensity of Department-level management of the facilities management
system implementation.

FY 2004 Planned Actions

• In support of the Maintaining America’s Heritage initiative, the Department will imple-
ment the fifth year of the “Five-Year Facilities Deferred Maintenance and Capital Im-
provement Plan” to address critical health and safety needs and critical resource protection
needs across the bureaus. The long-term improvement of facilities management is depen-
dent upon the ability to collect current and accurate facilities data, utilize standard
database definitions for those data elements that are required at the Department level,
implement a formal program of facilities condition assessments, and have consistent
facilities management systems to effectively and efficiently process facilities data.

• Implement a DOI Preventative Maintenance (PM) Library that can be accessed from the
bureaus’ facilities management systems. This will reduce duplication of effort in prepara-
tion of preventative maintenance work orders and plans within the implementing bureaus.
This initiative involves establishing standard PM work routines and formats for incorpo-
ration into the FMS application. This effort also involves the development of a methodol-
ogy for electronically sharing the PM’s contained in the library with consideration given
as to how to update and maintain the data over time.

• Develop a standard list of asset types with definitions that links to the GSA real property
reporting requirements. Because, for the Department, the FMS will be asset based, this
standardization of asset types is critical to the multiple modules and interfaces in place
and under development (i.e., the Preventative Maintenance Library). It is also essential in
reporting progress in all five strategic goal areas of the DOI Draft Strategic Plan for FY
2003-2008: (1) Resource Protection; ( 2) Resource Use; (3) Recreation; (4) Serving
Communities; and (5) Management. The improvement and maintenance of the facilities
and infrastructure that support each of these goal areas is an integral part of the strategy
of successful goal accomplishment. Each of the goal areas uses Facilities Condition Index
(FCI) as a performance measure of success. The standard asset type list allows particular
asset types to be identified to each of the Strategic Plan goal areas and the FCI computed
for those asset type sets.

• Establish FCI as a standard results-based performance measure within the facilities
managing bureaus. This metric will be used to relate conditions of similar asset types and
to monitor the change in that condition.
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FY 2005 and Beyond Planned Actions

• Continue implementation and improvement of the Five-Year Facilities Deferred Mainte-
nance and Capital Improvement Plan.

• Improve accuracy of the deferred maintenance backlog through cyclic facilities condition
assessments.

• Complete development and deployment of consistent facilities management systems
throughout the bureaus.
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CHAPTER 5. IMPROVING GRANTS MANAGEMENT

The Department awards over $3.8 billion each year in funding for grants, cooperative
agreements, and Indian self-governance compacts to state and local governments, Indian
tribes, individuals, colleges and universities, and other non-profit organizations. The admin-
istrative standards, cost principles for determining allowable and unallowable expenditures of
federal dollars, and the requirements for auditing non-federal parties’ management of federal
dollars for these awards are based on OMB Circulars, implementing regulations, Depart-
mental Manual issuances, and specific statutory provisions.

The Department joined in the publication of the governmentwide grants management
common rule that specifies uniform administrative requirements for state and local grantees,
published a regulation implementing the administrative requirements for non-governmental
entities (OMB Circular A-110), and joined in the publication of an implementing regula-
tion for OMB Circular A-133. The Departmental Manual includes corresponding depart-
mental issuances implementing OMB Circulars A-102 and A-110.

As part of governmentwide rulemaking, the Department joined in the publication of
regulations implementing lobbying restrictions, drug-free workplace requirements, and non-
procurement debarment and suspension. In addition, the Department has published regula-
tions implementing Buy American requirements for financial assistance. These requirements
have been included in the Department’s appropriations acts.

The Department participates in several governmentwide Federal Financial Assistance
Management Improvement Act of 1999 (Public Law 106-107) inter-agency workgroups,
such as the Inter-Agency Electronic Grants Committee (IAEGC) and several of its sub-
committees, including the State, Local, Non-profit and Other Subcommittee, and the Pre-
Award Workgroup. The inter-agency workgroups contribute to, and often make, policy
recommendations to OMB.

Active participation in several inter-agency forums, such as the Grants.gov stakeholder
meetings, Grants Network meetings (an informal group of grants managers from several
grant-making agencies), and the National Grants Management Association (NGMA),
allows Interior to stay informed and find additional opportunities to ensure policy consis-
tency across grant programs.

The Department is currently working on a grants management training program with the
Department of the Interior University. Presently, the bureaus and offices that administer
grants determine training needs. Standardized training will provide an additional forum to
distribute policy, aiding in policy consistency. Interior has also offered to lead an inter-
agency Training and Certification team. The team’s vision is for federal assistance profession-
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als (policy, administrative and program) to be proficient in all aspects of grants and coopera-
tive agreements.

Review of Program-Specific Requirements to Ensure Consistent
Treatment of Grantees

To provide consistent treatment of grantees with program-specific requirements (e.g.,
application forms, financial reports, and award conditions), the Public Law 106-107 Initia-
tives Work Group, a subcommittee of the Interior Federal Assistance Working Group
(IFAWG), meets weekly to review program requirements and explore ways to unify and
simplify similar programs.

An Executive Steering Committee (ESC) has also been established, consisting of senior level
bureau/office management. The ESC provides executive oversight for the P.L. 106-107
Initiatives Work Group; recommends actions; and approves work group recommendations
prior to submission to the Director, Office of Acquisition and Property Management. The
ESC also provides additional collaboration and communication within Interior. Govern-
mentwide streamlining efforts will be incorporated into the team’s products in order to
ensure consistent treatment of grantees.

The Office of Acquisition developed policy to reiterate and implement governmentwide
policy regarding financial status reporting requirements related to grants to ensure that
recipients are held accountable for the timely submission of accurate and complete financial
status reports to better enable Department of the Interior bureaus and offices to record
grant-related expenses in the proper period and de-obligate funds at the end of the grant
period.

Agency Efforts to Coordinate Policies and Practices with Other
Agencies

The Department is exploring best practices within Interior and with other agencies to
improve coordination of policies and practices. For example, Interior has been given the
responsibility of managing the effects of wild land fire on our Nation’s communities. Four
bureaus within DOI, the Bureau of Land Management, Bureau of Indian Affairs, Fish and
Wildlife Service, and National Park Service, formed the Inter-Agency DOI Rural Fire
Assistance Coordination Group and meet to discuss issues regarding the Rural Fire Assis-
tance Program. The group has completed a model cooperative agreement, with the input of
the U.S. Forest Service, so that recipients will be asked similar questions, regardless of the
bureau. The group, with the assistance of the Office of the Secretary, has developed an intra-
agency handbook for Rural Fire Assistance and Community Assistance, updating the
program announcements, and streamlining the application process. The group is continuing
to work with the Federal Emergency Management Agency (FEMA) to improve coordina-
tion and delivery of services to recipients. The knowledge gained from this group has been
shared with Interior Federal financial assistance employees at the DOI Acquisition, Assis-
tance Management, and Business Utilization and Development Conference and will con-
tinue to be used departmentwide to learn new ways to improve coordination among those
responsible for administering federal financial assistance.
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Recommendations for Changes in Law to Improve the
Effectiveness, Performance, Coordination, and Accountability of
Grant Programs, including Program-Specific Statutes

After the P.L. 106-107 Work Group and ESC reviews various grant programs in detail,
departmental recommendations will be made for changes in law to improve the effectiveness,
performance, coordination, and accountability of grant programs. The Department will
continue to address governmentwide issues through applicable inter-agency workgroups.

Ensure the Quality of Audits Performed by Non-Federal Auditors in
Accordance with the Single Audit Act Amendments of 1996 and
OMB Circular A-133

During FY 2002, desk reviews were completed on more than 400 single audit reports. The
Reviews are performed by the Office of Inspector General (OIG) to ensure that the reports
meet the reporting requirements of the Single Audit Act of 1984 and OMB Circular A-
133, “Audits of States, Local Governments and Non-Profit Organizations.”

To ensure compliance with OMB Circular A-11, the OIG performed quality control
reviews on six non-federal audits during the fiscal year. The six audits reviewed covered fiscal
years 1999 and 2000 and federal funds totaling about $226 million. In conducting these
reviews, the OIG applied guidance established by the President’s Council on Integrity and
Efficiency (PCIE) to (1) ensure that the audits were conducted in accordance with appli-
cable standards and met the Single Audit Act’s requirements; (2) identify deficiencies or
weaknesses in the accounting practices of report preparers and, if so, to perform follow-up
audit work; and (3) identify issues that might require management attention. The OIG also
applied PCIE guidance in evaluating working papers. Overall, the OIG concluded that all
of the audits reviewed complied with the Single Audit Act requirements. In future years,
the OIG plans to complete 12 quality control reviews each fiscal year.

Participation and Efforts in the Grants.gov (formerly E-Grants) Area

Interior is active in several Grants.gov initiatives, including the Inter-Agency Electronic
Grants Committee (IAEGC) and Grants.gov pilots. For example, Department of the
Interior representatives participated in Grants.gov FIND, Testing of the Edges Pilot, and
the Unified Application Mechanism Pilot. The results of the pilots will ultimately improve
the value of Grants.gov. Also, Interior has volunteered to begin using Grants.gov FIND
before the October 2003 deadline. Participation in inter-agency meetings and pilots allows
Interior to stay informed and find additional opportunities to participate in Grants.gov
initiatives.

The Department’s Financial Business Management System (FBMS) proposes to reduce
current stovepipe systems by providing a central financial management system with other
business components, including a grants management system. Because the Grants manage-
ment system will interface with a central system, the information will only be entered once,
reducing errors and burdens for both the recipient and the agency. Comments from recipi-
ents have indicated they want to provide information to an agency once, and this system will
provide a means for Interior to honor that request. The information and time made available
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from this system will allow the Department to provide more resources toward managing its
grants, which will assist in improving the effectiveness and performance of federal financial
assistance programs.

The Department of the Interior has also been reviewing available electronic systems, includ-
ing internal systems, other agency systems, and commercial-off-the-shelf (COTS) systems.
Interior representatives have met with several vendors and agencies to learn best practices and
develop requirements.

FY 2003 Accomplishments

• Continued to participate in governmentwide streamlining/standardizing initiatives;

• Began using Grants.gov FIND;

• Held four public consultations for applicants and recipients to share concerns and provide
recommendations for PL 106-107 initiatives;

• Continued development of an Intra-Agency electronic grants management system
through the FBMS;

• Held weekly meetings for the Public Law 106-107 Work Group;

• Established the Executive Steering Committee;

• Continued work of the IFAWG Staff Development Team, including a Departmentwide
Competency Model and minimum training standards;

• Offered to lead an inter-agency Training and Certification team;

• Participated in the Grants.gov FIND pilot;

• Participated in Grants.gov Testing of the Edges Pilot;

• Participated in the Grants.gov Unified Application Mechanism Pilot;

• Developed policy to reiterate and implement governmentwide policy regarding financial
status reporting requirements related to grants;

• Provided PL 106-107 information and shared best practices at the DOI Acquisition,
Assistance Management, and Business Utilization and Development Conference held in
April;

• Reviewed COTS financial assistance application and management products;

• Continued to review options to connect to the Grants.gov Portal; and

• Gained best practices from vendors and other agencies.
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FY 2004 Planned Activities

• Continue to participate in governmentwide streamlining/standardizing initiatives;

• Continue to make funding announcements using Grants.gov FIND;

• Accept applications through Grants.gov APPLY;

• Continue regular meetings with the Public Law 106-107 Work Group including:
- Review consultation comments and recommendations
- Continue to review the mandatory grant lifecycle,
- Provide recommendations based on consultations comments
- Write policy based on work group recommendations

• Lead the inter-agency Training and Certification team.
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CHAPTER 6. HUMAN CAPITAL

The Department of the Interior is facing a number of critical human resource issues related
to financial management. The decade of the 1990s brought significant legislation and
organizational rightsizing to the federal community. Both rightsizing and the legislative
requirements of the CFO Act, GPRA, and GMRA have increased the demands on financial
management personnel. Moreover, Interior envisions an increasing emphasis on the analysis
of information that will better inform and assist DOI program managers with administering
their programs. It is imperative that personnel responsible for the administration of the
Department's financial resources continuously develop and upgrade skills to meet the
challenges imposed by internal and external forces.

In the spring of 2002, the Department identified a number of critical issues and developed
action plans to address those issues. In 2003, The Department implemented a Financial
Management (FM) Transformation Plan to deal with the critical issues. Section 3 of the
Plan, “The Financial Organization,” identified several human resource needs and initiated
specific actions to meet those needs.

• Assessing Finance Staffing Status and Needs;

• Improving/Expanding the Financial Management Career Development Program; and

• Improving Recruitment/Retention of Qualified Financial Management Personnel.

The Department is currently developing a workforce plan to identify the skills needed for
future financial management and a model organizational structure. To assist financial
management personnel in achieving the skills needed to operate in this changing environ-
ment, the Department is committed to developing and maintaining a cadre of highly skilled
financial management personnel. To that end, and to ensure a strong and effective financial
management program, the Interior CFO Council provides guidance to the Office of Finan-
cial Management in developing an overall training and career development plan for the
Department.

Increase the Availability and Diversity of Qualified Accounting,
Financial Systems, and Other Financial Personnel

A critical component of the Financial Management Human Capital Program is the en-
hancement of the Department’s ability to support the need for additional qualified account-
ing, financial systems, analysis, and other financial personnel to fill critical vacancies antici-
pated over the next few years. Currently, the Department has or expects to have over 50
vacant positions as a result of projected retirements and other attrition factors in financial
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management personnel over the next several years. The plan will be to build and increase the
quality, availability, and diversity of entry-level personnel and to improve the recruitment of
mid and senior level staff. This support includes the establishment of a Financial Manage-
ment Career Intern Program to recruit and train entry-level individuals for professional
careers in accounting and financial management in the Department and bureaus. This is a
new program for the Department and will take advantage of the knowledge of the DOIU in
developing and managing such programs and those programs being established on a
governmentwide basis such as those sponsored by the CFO Human Resources Committee.

FY 2003 Accomplishments

In FY 2003, the Department implemented a Financial Management Transformation Plan
which included actions to be taken to resolve human capital needs. Below are the actions
which relate to improving availability and diversity of qualified financial management
personnel:

• Requested and analyzed information on bureau and Departmental Office staffing of
finance operations. (Completed 2003)

• Developed a workforce plan to address organizational alignment, recruitment, staffing,
and training. (Phase One completed September 30, 2003)

• Developed standard position descriptions for critical financial positions. (Phase One
completed September 2003)

• Selected individuals for the FY 2003 Financial Management Career Intern Program
(FMCIP). (Completed June 2003)

Other FY 2003 accomplishments include the following:

• Continued efforts to effectively coordinate a departmental financial management recruit-
ment effort to fill current vacancies in the Washington, D.C., and Denver, Colorado areas.

• Expanded efforts to recruit for the FMCIP at various multi-school career fairs on the east
coast, in the mid-west, and in Colorado.

• Expanded Web-based methods for effectively and efficiently advertising the new intern
program.

• Recruited and hired 12 new interns as part of the second class of the FMCIP. Coordi-
nated this recruitment efforts across all bureaus within the Department. The FMCIP is
designed as a two-year program of professional development for entry-level accountants
and financial analysts through academic and on-the-job training. Emphasis is placed on
practical work experience and rotational assignments with supplemental classroom train-
ing and cross-training for a broad perspective of Interior's financial management process.
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• Revised and expanded the program entry-level IDP requirements which are based on the
JFMIP core competencies.

• Developed and held orientation, IDP review and revision, and formal mentor training.

FY 2004 Planned Actions

• Update brochures and expand marketing for the FMCIP.

• Recruit for future Financial Management Career Interns.

• Continue formal training, on-the-job training, and career development for the first and
second classes of financial management interns.

• Revise IDPs, work with DOIU to improve the formal mentoring program, and expand
the program to mid-and senior level personnel.

• Improve the management of the vacancy announcement and selection process through a
more coordinated recruiting program within the Department.

• Continue to develop standardized Position Descriptions and standard vacancy announce-
ments.

• Identify and initiate long-term recruitment and retention incentives and authorities of
particular interest to entry-level and mid-level employees.

• Continue to review and reissue departmental guidance on bureau Chief Financial Officer
and Deputy Chief Financial Officer responsibilities as well as develop a description of
Finance Officer responsibilities.

• Continue to explore ways to increase the knowledge and skills of the current workforce or
retrain the current workforce where trends show specific jobs will disappear or be trans-
formed.

• Continue to improve/expand an ongoing relationship with local colleges and universities
in the Washington, D.C., and Denver, Colorado, areas to provide a continuous vehicle for
qualified financial management personnel to join the Department and/or the federal
workforce.

• Continue to work with local universities, nonprofit student placement agencies, the
Department's Human Resource Division, and budget offices to recruit junior persons to
student internship positions in financial management.

• Continue to partner with the CFO Human Resources Committee to develop new
strategies for recruiting top quality personnel for the Department's financial management
community.
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• Implement mid and senior level recruitment/retention programs with phased-in approach
to provide sources for filling mid and senior level positions as they open up due to retire-
ments or departures.

• Graduate the first class of Financial Management Interns.

FY 2005 and Beyond Planned Actions

• Continue efforts to develop and implement Interior-specific training modules in financial
management education using subject matter expertise.

• Graduate the second class of Financial Management Interns.

• Implement additional phases for mid and senior level recruitment/retention program.

Sponsoring Comprehensive Training Programs in Financial
Management

The primary objective of the Financial Management Training and Career Development
Program is to provide appropriate training and professional development opportunities to
financial management personnel so that they are adequately prepared to competently carry
out growing responsibilities. The Department's training program provides information on
external training courses, provides cost effective training to Interior bureau personnel
through the use of internal/external instructors or external instructors, and develops special
training programs to address individual bureau needs. The Department’s has implemented
the first phase of the Financial Management Career Development Program with the
FMCIP. Additionally, initial work began on the design and development of mid-level and
senior level phases of this comprehensive career program. The career program uses JFMIP
published core competencies and related IDP’s as a cornerstone of the program.

The Department will expand the training and career development program in conjunction
with the workforce plan, aggressively publicizing financial management and related training
opportunities and encouraging employees to avail themselves of personal and professional
development opportunities. The Department, through the program, will prepare new
financial management employees for current and future challenges in financial management
and enhance the financial management skills of senior financial managers. To assist in that
effort, the Department will offer an array of training in accounting, governmental account-
ing, budgeting, financial analysis, project management, team building, and problem solving
techniques. The program continually analyzes training results and makes appropriate
curriculum revisions and reports periodically on the results of the financial management
training and development program to Bureau CFOs, DCFOs, and Finance Officers.

In FY 2003, the Department implemented a Financial Management Transformation Plan
which included actions to be taken to resolve human capital needs. Below are the actions
which relate to comprehensive training and career development:

• Finalize plans for the Financial Management Career Development Program for financial
personnel (in process – working with DOIU).



87

Human Capital

• Initiate the comprehensive Financial Management Career Development Program (In-
cluded as part of the Workforce Plan).

• Publish initial course offerings (Included as part of the Workforce plan).

• Begin training Class of 2003 Financial Management Career Interns (September 2003).

FY 2003 Accomplishments

• Financial Statement Preparation Workshop. The Finance Officers’ Partnership (FOP)
sponsored the Department's Financial Statement Preparation Workshop. Approximately
50 Department personnel participated in the late March 2003 seminar that was designed
to provide a forum to solve common problems related to financial statement preparation
across the department. The topics included standardizing footnotes, accrual methodology,
establishing and coordinating key milestone dates, and eliminations.

• Certified Government Financial Manager (CGFM) Training. The first Class of FM Career
Interns completed two courses needed to achieve the requirements for the CGFM. In
addition, the Denver bureaus consolidated efforts to offer several CGFM training classes
to mid-level and senior level FM personnel. Those efforts will continue in 2003 and will
be joined with the Washington, D.C. area bureaus/offices.

• Initiated process for a joint conference on Interior financial management, budget, acquisi-
tion, and performance measurement topics

• Web Site for Course Offerings. The Office of Financial Management Web site (http://
www.doi.gov/pfm/training.html) was used to disseminate course offerings throughout the
Department and to other agencies.

• Continued use of long-range training plan with IDP format for entry-level financial
management staff based on the JFMIP core competencies with the first and second
Financial Management Career Intern classes and for all entry-level employees.

• Worked with the FOP on workforce planning efforts which include heavy emphasis on
consistent, comprehensive career development opportunities including formal classroom
training, rotational assignments, professional development opportunities, and other non-
traditional training opportunities.

• Sponsored training in the following subject areas:
- Appropriations Law
- Standard General Ledger
- Dollars and Sense
- IDP and Career Development
- Formal Mentoring

• Continued to promote the use of seminars and workshops lead by the Department's
financial management personnel to facilitate working group training, new idea develop-
ment, and sharing of best practices.
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FY 2004 Planned Actions

• Implement the Financial Management Career Development Program as part of the
workforce plan and the Financial Management Transformation Plan.

• Implement a formal process for using the IDPs to ensure that mid and senior-level
financial management personnel receive cross training. Use the certification component of
the Financial Management Training and Development Program to ensure that Interior
bureau finance and budget officers cross-train and cross-utilize financial management
managers and staff. IDPs will be developed for the Bureau Finance Offices.

• Conduct a joint conference on Interior financial management, budget, acquisition, and
performance measurement topics

• Work with FOP to sponsor formal training for finance officers to include change man-
agement, leadership skills, etc.

• Conduct a skills assessment of the financial management community.

• Continue annual budget/finance training effort. Specific format to be determined on a
yearly basis.

• Web Site for Course Offerings. Expand the use of the Office of Financial Management Web
site (http://www.doi.gov/pfm/training.html) to disseminate course offerings and provide
career development links throughout the Department as well as other agencies.

• Sponsor courses to include:
- Standard General Ledger
- Activity Based Costing (ABC)
- Dollars and Sense
- Appropriations Law
- Budget Execution
- CGFM series
- Hyperion
- Leadership

• Continue to evaluate and refine a training program for bureau program managers.

• Begin development/consolidation of Interior Financial Management training materials to
include modules on such topics as accounting, reporting, budget formulation, budget
execution, etc.

• Research and implement linking the Department's financial management community to
other sites providing information on training and career development in federal financial
management through the Department's Office of Financial Management Web site.
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FY 2005 and Beyond Planned Actions

• Continue to encourage the use of nontraditional approaches to provide additional training
and career development opportunities for the Department's financial management
community. Opportunities should be available for entry level, mid level, and senior level
personnel.

• Continue to work with the Office of Personnel Management and the Department's
Office of Personnel Policy to establish the CFO Council's core competencies for financial
management as the criteria for job selection, promotion, and training.

• Encourage participation in other governmentwide CFO training programs.

• Support participation in the Department's Team Leadership Program (TLP) and Senior
Executive Leadership Program (SESCDP).

• Expand the use of the Web site as a source of links to financial management career
development tools.

• With the FOP, continue to sponsor/conduct annual financial forums to address immedi-
ate training needs, including “just in time” training in key areas.

• Continue working with the FOP to update information on staffing needs within the
bureau and Department finance offices.
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